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History of Contact Tracing
Credited to Dr. Thomas Parran Jr., 
Surgeon General of the United 
States (1936-1948)



USC mobile contact tracing study from 2008-2009 

Yi Wang, Bhaskar Krishnamachari and Thomas Valente, “Findings from an Empirical Study of Fine‐grained Human Social Contacts“, The 
Sixth International Conference on Wireless On-demand Network Systems and Services, February 2009.

http://anrg.usc.edu/www/papers/Wang_Krishnamachari_Valente_wons09.pdf


Contact 
“Heart-beats”

For each student, showing 
how many other students 
were they in contact with 
through the course of the 
week



Contact Matrix 

Frequency of pairwise 
encounters



Contact Time and Inter-Contact Distributions



Contact Graph Embedding in Two Dimensions 



Contact Tracing for COVID19

https://co.vid19.sg/singapore/cases

https://co.vid19.sg/singapore/cases


Contact Tracing for COVID19

https://co.vid19.sg/singapore/cases

https://co.vid19.sg/singapore/cases


Digital Contact Tracing for COVID19







For more details see https://link.medium.com/oNay6EVl84

Privacy-Sensitive Contact Tracing via Mobile App

13
Arvin Hekmati, Gowri Ramachandran, and Bhaskar Krishnamachari. “CONTAIN: Privacy-oriented Contact Tracing 
Protocols for Epidemics“, https://arxiv.org/abs/2004.05251

https://link.medium.com/oNay6EVl84
https://arxiv.org/abs/2004.05251


Protocol 1: Encrypted Beacons
1. Each user periodically beacons, using Bluetooth, a message consisting of a unique 
name/ID, a time-stamp, and a random number (salt) that changes over time that is 
encrypted using a symmetric key. Users do not share this key with others.

2. Others that hear the encrypted message beacon log it locally.

3. Either periodically or in a batch, on an opt-in basis, each user can upload all the 
encrypted beacon messages they have heard to a common server.

4. If a user i becomes infected, they inform the server (with evidence that they are 
infected such as a medical report or “infection certificate”), which then proceeds to 
make all the messages uploaded by this user publicly available (still encrypted).

5. Each other user j can privately check these now publicly available encrypted 
messages (this could be automated) to see if they can decrypt any of them. 



Protocol 2: Random Beacons
1. Each user beacons a sufficiently large  ( to minimize the chance of collisions 

with beacons generated by other users ) random number and logs this 
random number locally.

2. Others that hear the beacon log this number locally.
3. Either periodically or in a batch, on an opt-in basis, each user can upload all 

the random beacon messages they have transmitted to a common server.
4. If a user i becomes infected, they inform the server (with evidence that they 

are infected, such as a medical report / “infection certificate”), which then 
proceeds to make all the random numbers uploaded by this user publicly 
available.

5. Other users periodically check the server and see if any of the numbers they 
have logged locally match those that were revealed by an infected user; if so 
they should proceed to get tested.



https://www.blog.google/inside-google/company-announcements/apple-and-google-partner-covid-19-contact
-tracing-technology/

https://www.blog.google/inside-google/company-announcements/apple-and-google-partner-covid-19-contact-tracing-technology/
https://www.blog.google/inside-google/company-announcements/apple-and-google-partner-covid-19-contact-tracing-technology/




Related efforts on privacy-sensitive mobile contact 
tracing 

● MIT Media Lab: https://www.media.mit.edu/projects/safepaths/overview/
● U. Washington: https://covidsafe.cs.washington.edu/
● EPFL: https://github.com/DP-3T/
● The Alan Turing Institute: https://arxiv.org/pdf/2004.04059.pdf
● CMU: https://www.novid.org/
● Covid Community Alert, https://coronavirus-outbreak-control.github.io/web/
● Coalition Network (nodle.io), https://www.coalitionnetwork.org/

See the annotated list of more than 50 Contact tracing app efforts from around the world maintained by USC 
undergrad Nina Tanaka at 
https://docs.google.com/document/d/1bgsNjPcvoz8fpOutEYiqCJpu2PWYHnGqPI3pcK9mUio/

https://www.media.mit.edu/projects/safepaths/overview/
https://covidsafe.cs.washington.edu/
https://github.com/DP-3T/
https://arxiv.org/pdf/2004.04059.pdf
https://www.novid.org/
https://coronavirus-outbreak-control.github.io/web/
https://www.coalitionnetwork.org/
https://docs.google.com/document/d/1bgsNjPcvoz8fpOutEYiqCJpu2PWYHnGqPI3pcK9mUio/edit?ts=5e89a2b0


Safeguards

https://www.eff.org/deeplinks/2020/04/challen
ge-proximity-apps-covid-19-contact-tracing

● Surveillance and Privacy Concerns
● Consent
● Minimization
● Security
● Transparency (open-source)
● Bias 
● Expiration 

https://www.eff.org/deeplinks/2020/04/challenge-proximity-apps-covid-19-contact-tracing
https://www.eff.org/deeplinks/2020/04/challenge-proximity-apps-covid-19-contact-tracing

